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Important Update: Enhanced Security for Online &
Mobile Banking

To further protect your accounts from fraud and unauthorized access, we have recently
implemented a new cybersecurity feature on our online and mobile banking platforms. This
additional layer of protection, powered by advanced technology, is designed to ensure that the
person logging in is a genuine user and not a bot attempting to gain access through automated
or scripted attacks.

If you log in to online banking via a desktop computer or mobile app (without using facial
recognition), you may have noticed a new verification step during the login process.
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In the majority of cases, this verification will be completed behind the scenes, requiring no
additional action from you. In some cases, you may be asked to check a box to confirm that you
are a real person logging in on a valid device. However, in a very small number of instances,
you might encounter a verification error. This means the system was unable to verify your login
attempt.

If you receive an error, here are some common tips for how you may address the situation:

e Restart your browser or close and re-open the mobile app.

e Clear your cache and cookies.

e Update your browser to the latest version.

e Disable browser extension(s).

e Trylogging in on a different browser.

e |f you are using Internet Explorer, move to a supported browser.
(Google Chrome, Microsoft Edge, Safari, or Mozilla Firefox).

e Ensure you are not behind a VPN or proxy. Especially, public or shared VPNs or proxies such
as ExpressVPN, NordVPN, etc.

e |f on a desktop computer, try logging in on our mobile app (and set up facial recognition).

e Uninstall and reinstall the mobile app on your phone.

e Trylogging in from a different computer or device.

e Scan your computer for viruses and malware that may be impacting your device’s security
profile.
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For additional reference, here are some links that we hope might be helpful:
How to clear cache/cookies on your browser:

Google Chrome
Microsoft Edge
Safari (Mobile)

Safari (Mac)

Firefox

How to get the latest version of your browser:

Google Chrome
Microsoft Edge
Safari

Firefox

How to disable browser extensions:

Google Chrome
Microsoft Edge
Safari

Firefox

How to completely close apps on mobile:

Apple (iPhone)
Android (Samsung, Google, Motorola, etc)

We understand these additional steps may occasionally cause an inconvenience, but they
are critical for ensuring the safety of your accounts. Thank you for your patience and
understanding as we continue to prioritize your security. If you have any questions or need
assistance, please contact our member service team at 757.523.5300.


https://support.google.com/accounts/answer/32050?hl=en&co=GENIE.Platform%3DDesktop&oco=1
https://support.microsoft.com/en-us/microsoft-edge/delete-cookies-in-microsoft-edge-63947406-40ac-c3b8-57b9-2a946a29ae09
https://support.apple.com/en-us/105082
https://support.apple.com/guide/safari/manage-cookies-sfri11471/mac
https://support.mozilla.org/en-US/kb/how-clear-firefox-cache
https://support.google.com/chrome/answer/95414?hl=en&co=GENIE.Platform%3DDesktop
https://support.microsoft.com/en-us/topic/microsoft-edge-update-settings-af8aaca2-1b69-4870-94fe-18822dbb7ef1#:~:text=Update once,Download and install to proceed
https://support.apple.com/en-us/102665
https://support.mozilla.org/en-US/kb/update-firefox-latest-release
https://support.google.com/chromebook/answer/2589434?hl=en
https://support.microsoft.com/en-us/microsoft-edge/add-turn-off-or-remove-extensions-in-microsoft-edge-9c0ec68c-2fbc-2f2c-9ff0-bdc76f46b026#:~:text=Turn off an extension in Microsoft Edge
https://support.apple.com/en-us/102343#:~:text=Open in Safari.-,Turn off extensions,-Choose Safari %3E Settings
https://support.mozilla.org/en-US/kb/disable-or-remove-add-ons
https://support.apple.com/en-us/109359
https://support.google.com/android/answer/9079646?hl=en#zippy=%2Cclose-apps:~:text=between recent apps-,Close apps,-Important%3A Some

